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DETAILED ACTION 

1 . Claims 1-18 have been examined. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

3. Claims 1, 8, 9 and 13-16 are rejected under 35 U.S.C. 102(e) as being clearly anticipated 
by Kiyomoto U.S. Pat. No. 7017182 (hereinafter Kiyomoto). 

4. As per claim 1 , Kiyomoto discloses a method of securely transmitting digital text 
comprising: a) utilizing a biometric sensor to generate a key for a customer (Kiyomoto: column 4 
lines 21-24: provide a encoding utilizing fingerprint); b) utilizing said key to encrypt said digital 
text (Kiyomoto: column 2 lines 29-32: the data is encrypted with receiver's fingerprint generated 
key); c) transmitting said encrypted digital text to said customer (Kiyomoto: column 8 lines 40- 
44: receive the cryptogram); and d) utilizing said biometric sensor to decrypt said encrypted 
digital text (Kiyomoto: column 6 lines 24-34: freshly stamps fingerprint in live fashion for 
entering the digitized fingerprint image; column 8 lines 29-44: verification is required prior to 
decode the cryptogram). 
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5. As per claim 8, Kiyomoto discloses the method of claim 1 . Kiyomoto further discloses 
wherein said key contains no biometric information (Kiyomoto: column 2 lines 36-38: 
fingerprint image data are not recorded but only encoded information are deposited). 

6. As per claim 9, Kiyomoto discloses the method of claim 1 . Kiyomoto further discloses 
the encryption is step is repeatedly performed seven times (Kiyomoto: column 7 lines 61-63: 
repeated using the fingerprint information to adjust data length). 

7. As per claim 13, Kiyomoto discloses the method of claim 1. Kiyomoto further discloses 
wherein said transmission step is performed electronically (Kiyomoto: column 8 lines 48-50: 
communication network). 

8. As per claim 14, Kiyomoto discloses the method of claim 1 . Kiyomoto further discloses 
wherein said transmission step is performed physically (Kiyomoto: column 8 lines 38). 

9. As per claim 1 5, Kiyomoto discloses the method of claim 1 . Kiyomoto further discloses 
wherein transmission of said text to said customer does not contain said key (Kiyomoto: column 
8 lines 35-39: forwards the cryptogram to receiver). 

10. As per claim 16, Kiyomoto discloses a symmetric key system for securely transmitting 
digital text comprising: a) digital text (Kiyomoto: column 2 line 10: data/information); b) a 
customer (Kiyomoto: column 2 lines 30-32: receiver); c) a key unique to said customer 
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(Kiyomoto: column 2 lines 31-32: fingerprint information deposited by receiver); d) a biometric 
sensor (Kiyomoto: column 6 lines 29-30: fingerprint reading unit); wherein said digital text is 
encrypted using said key prior to transmission (Kiyomoto: column 2 lines 30-32: encrypt with 
receiver's biometric key), wherein said encrypted digital text is transmitted without said key 
(Kiyomoto: column 2 lines 32-36: decrypt received data with biometric key), wherein said 
customer accesses said key using said biometric sensor (Kiyomoto: column 6 lines 15-34: output 
digitally stored key upon biometric verification), wherein said customer decrypts said digital text 
utilizing said key (Kiyomoto: column 8 lines 40-44: decodes cryptogram). 

Claim Rejections - 35 USC §103 

1 1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

12. Claims 2-7, 10-12, 17 and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kiyomoto in view of Bjorn et al. U.S. Pat. No. 3122737 (hereinafter Bjorn). 

13. As per claim 2-7, Kiyomoto discloses the method of claim 1. Kiyomoto further discloses 
wherein said digital text comprises data/information. The examiner has interpreted "data" to be 
any item of information to be communicated between two parties that include but are not limited 
to movies in a studio film archive, songs in a music archive, information in a finance archive, 
personal medical information, master tapes generated in a recording studio, or government 
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information (Kiyomoto: column 2 lines 10-1 1: data/information communication utilizing the 
encoded fingerprint information). 

14. As per claim 10, Kiyomoto discloses the method of claim 1 . Kiyomoto does not explicitly 
disclose wherein said encryption step comprises decryption limitations. However, Bjorn 
discloses that limitation (Bjorn: column 7 lines 11-17: timestamp or other tracking information is 
encoded). It would have been obvious to one having ordinary skill in the art to include 
decryption limitations to data communicated in a network because data access control can be 
applied to all data being communicated that are protected by biometric information. Therefore, it 
would have been obvious to one having ordinary skill in the art at the time of applicant's 
invention to combine the teachings of Bjorn within the system of Kiyomoto because it provides 
limited access to data by specifying the number of times the data can be accessed (Bjorn: column 
7 lines 14-15). 

15. As per claim 1 1 , Kiyomoto as modified discloses the method of claim 1 . Kiyomoto as 
modified further discloses wherein said decryption limitations comprise expiration time periods 
(Bjorn: column 7 lines 11-14). Same rationale applies here as above in claim 10. 

16. As per claim 12, Kiyomoto as modified discloses the method of claim 1 . Kiyomoto as 
modified further discloses wherein said decryption limitations comprise a number limit to the 
number of times the text may be decrypted (Bjorn: column 7 lines 11-15). Same rationale applies 
here as above in claim 10. 
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17. As per claim 17, Kiyomoto discloses the system of claim 16. Kiyomoto discloses an 
apparatus that contains fingerprint sensor and decrypt the proprietary digital text using said 
biometric sensor (Kiyomoto: column 6 lines 15-34). Kiyomoto does not explicitly disclose 
wherein said biometric sensor comprises a digital text reader. However, Bjorn discloses that a 
sensor device can be incorporated into a digital system that can read digital data and decrypt 
encrypted digital data (Bjorn: column 4 lines 55-63: the digital system may be a portable 
computer... the sensor may be located within the digital system). It would have been obvious to 
one having ordinary skill in the art to have built-in fingerprint device within the digital system 
because communication can take place regardless whether the communication is within the 
system or between two devices. Therefore, it would have been obvious to one having ordinary 
skill in the art at the time of applicant's invention to combine the teachings of Bjorn within the 
system of Kiyomoto because no duplicative memory, security units and USB controller would be 
required (Bjorn: column 4 lines 55-63). 

18. As per claim 18, Kiyomoto discloses the system of claim 17. Kiyomoto as modified 
further discloses wherein said biometric sensor/digital text reader is portable (Bjorn: column 4 
lines 56-57). Same rationale applies here as above in claim 17. 

Conclusion 

19. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 
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Willins et al. U.S. Pat. No. 6990587 discloses cryptographic architecture for secure, 
private biometric identification. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shin-Hon Chen whose telephone number is (571) 272-3789. The 
examiner can normally be reached on Monday through Friday 8:30am to 5:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Shin-Hon Chen 
Examiner 
Art Unit 2131 
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